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Backup or die ~ Stronghold

By Robert L. Roach
Journal Senior Staff Reporter

CARTHAGE, Mo. — "Backup is the
bane of the information technology
industry," said James Richards, chief
operating officer and part-owner of
Stronghold Data. "Industry data shows
that when people go to restore data that
was lost, 70 percent of them were unable
to do it — and they thought they could."

Lost data is more than the inconven-
ience of having to recreate some files,
Richards said. "The Small Business
Administration says that when small-
and medium-size businesses lose data
that is essential to their business, 90 per-
cent of them are out of business within
two years."

Stronghold Data started six years ago.
Back then, Richards and one other
employee were backing up one customer
with 100 GB of data. Today they have a
half dozen on staff servicing "hundreds
of customers — and one has data from
800 hospitals." Stronghold Data now
stores tens of thousands of gigabytes of
data, with room for much more.

Richards said that companies who
backup their own data know the large
initial costs and required upgrades and
replacement of equipment, software and
storage media. Al Johnson, national
sales manager for Stronghold Data,
pointed out that "it also doesn't take
them long to figure out that the data
maybe is not there in their backup. So
they've lost faith in technology at that
point. And we restore that faith."

Here's an example of that in action,
said Dave Markley, chief information
officer. "A dentist office in Oklahoma
was on a 30-day trial that stopped on a
Friday. They had a surge of power that
took out all of their electrical equipment
including his server, and his old onsite
backup procedure did not work. But
when he called us on Monday, his data
was safe in our facilities. We had him up
and running in 45 minutes."

Stronghold Data also helps businesses
restore individual files, Richards said.
"When someone uses an existing file to
create a new file, then saves it with the
new changes and the same name — they
just lost that original file. Our customers
just go into a graphical interface on the
internet, pick the file and restore it — and
it is back in seconds."

"One of our clients' biggest 'aha'
moments comes after they have been
using our backup service for a while,"
Johnson said. "They suddenly realize
that there are a large number of files
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Part-owner and Chief Operating Officer James Richards, center, in an underground data center for Stronghold Data. Joining him are National
Sales Manager Al Johnson, left, and Chief Information Officer Dave Markley. Photo by Robert L. Roach /JBJ

being restored daily — throughout their
organization — that were not being done
before." They also understand what it
had been costing them to recreate those
documents by hand.

Backing up business

Backing up business data is 95 percent
of what Stronghold Data does, Markley
said. It is secure, fast and allows the user
to pick and choose what to back up.

Stronghold Data uses "software that
can backup a myriad of different cus-
tomers," Richards said. "We have
Windows, Linux, Netware and IBM
AIX. You name it and we back it up."

"And we're an Internet-based compa-
ny," Richards said. "The backup data is
all encrypted at our customer's site. Then
it comes to us through a tunnel secure
from being hacked into.

"It sits on our data system encrypted
in our customer's code — we have no
access to that information," Richards
said. "That gives our customer peace of
mind and protects them. It has to,

because we have banks, medical institu-
tions and all kinds of companies that
have different privacy needs. We can
meet those needs and keep their infor-
mation protected."

Stronghold Data is often asked how a
client can know their information stays
private. "We give you the encryption key
that you set on your machine, so only
you know what it is," Richards said.
"Once you set that key, every piece of
your data is tied to that key for that back-
up. No one can access your data without
knowing what that key is."

"We can see the size of your data,"
Johnson said, "but not anything about it."

The backup process

"Once we've made the initial backup
of your system, we will only backup the
changes within your documents,"
Richards said. "The process is beyond
incremental backup.

"If you change one element of a 1 GB
database file, then traditional backup
software has to re-backup the entire file.

But our software recognizes that you
only changed 10 bits, so we backup only
those 10 bits and store them. And later
we can still restore your data to how it
appeared on any day — even years later."

"That way, you don't waste room in
your account storing multiple copies of a
file," Richards said. "We just store the
changes, which are compressed even
smaller."

Competitors

Similar but very different services are
offered by Mozy and Carbonite. These
service companies are essentially for
home users that want to back up photos
and files found in My Documents,
Richards said. "We deal mostly with
business-level customers. We can handle
server-grade equipment running SQL
databases on multiple drives — systems
that your small and medium businesses
would be using.

"When you have a business and your
server crashes, it's not just getting the
Excel and Word documents back. So we
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mitting data at up to 20 GB per second. Photo by Robert L. Roach /JBJ

do server-level backup, and we do a 'sys-
tem save' that backs up all the user
accounts, passwords, security settings
and what rights each user had."

Other companies do provide backup
services for businesses. But Richards
said that Stronghold Data is unique
because of their total package. "We are a
digital service, so you are in control of
your data.

And we have multiple multi-thousand
megabit connections to the Internet —
compared to a DSL download connec-
tion of 1.5 megabits."

Richards said Stronghold Data uses
"the exact same equipment used by
NASA, NBC Sports, Sony Pictures,
MySpace and Kodak®. It allows us to
scale up immediately so we can meet our
customers' need for additional space."

"Our equipment is very expensive,
partly because it has its own redundancy
built into it, including dual power sup-
plies," Richards said. All of the data
storage nodes are interconnected and
function as one unit. Clients' data can
survive multiple layers of potential fail-
ure — whether by an entire unit or one of
the hard drives within a unit. "We can
even have up to two nodes shut down
and our system still has all the informa-
tion readily available."

"Facilities alone, we're not just a shack
in the back of a store," Richards said.
"Our Carthage data center is in a secure
facility 65 feet underground. The
Springfield data center is 85 feet below
ground with even more security features,
and redundancy built into it for power
and internet connections. A full-blown
F5 tornado could go over the top of our
facilities and you would never know it."

Johnson said Stronghold Data is also
much more efficient than its competi-
tors. "One of our customers was backing
up to another service, but it was an eight-
to 12-hour process every night. Ours is
minutes." Markley agreed, "Once the
initial backup is done, even our larger
customers take only 15-30 minutes a
day."

"Then our system notifies you every-
day with an email to one or more peo-
ple," Richards said, "and for every type
of backup that was performed."

Last, but perhaps most important,
"we've got great staff," Richards said.

"We have the industry creden-
tials: both in certifications and
in experience in the field. We
are tried and tested, with about
80 years of combined experi-
ence."

"Our technicians make our
customers feel comfortable and
valued, and they don't feel stu-
pid," Johnson said. "Our cus-
tomers walk away feeling edu-
cated but not overwhelmed.
That is rare, and one of the
biggest assets we have."

FE.conomy

"We have not seen any
impact on our business from
the economy," Johnson said.

"Customers seem more con-
cerned with making sure that
they are a viable business,"
Richards said. "They don't
want to be faced with the prob-
lem of losing information and
then hoping they can get it
back and stay in business.

"Companies can perform the
same or more IT functions
with a smaller budget with us,"
Richards said. "They increase
their profits by cutting costs —
that helps even when the econ-
omy is booming.

"We are a key element to
making sure that happens for
our customer's IT," Richards
said. "We'll save you money
when you use our service com-
pared to the cost of doing it
yourself. It's a win-win situa-
tion. You are getting a better
service, something you can rely
on, and it costs you less
money."

Future

Stronghold Data is aiming
for growth in their backup busi-
ness and other target areas.
But, "we don't want to spread
ourselves so thin that we are
ineffective," Markley said.

Business side of the clustered storage nodes. Cables include Infiniband connectors, very high-speed cables trans-
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"We've got all kinds
of options," Richards
said. "For example, we
can even host people's
servers from there. But
we want controlled
growth — we don't want
to bite off more than
we can chew. We are
very effective with our
data backup and recov-
ery, so that's our focus

right now."
Richards plans to
continue domestic

growth in their backup
service, and begin their
outreach to a global
market. "We want a
controlled growth, but
we're poised to handle
immediate  growth.
That's why we
researched for the right
technology, the right
devices. That's why we
got that cluster of stor-

age nodes: it can be
expanded immediately."

Stronghold Data's management team gathers outside of a cabinet holding clustered storage nodes. The
secured cabinet is within a secured underground building, both protected by pass-code operated doors
and other security measures. Photo by Robert L. Roach /JBJ

Integrity

Stronghold Data points to its solid
core values and an emphasis on integri-
ty. Those guideposts help it function
with the advantages of a large corporate
model, but "feel and act more like a fam-
ily-owned business" in key areas, said
Richards, Johnson and Markley.

"As far as the business is run, it's a real
joint effort," Richards said. "Each per-
son has their own specialty, but we basi-
cally all work together to make sure that
all the ideas are heard and the best ones
are picked."

Johnson noted that "each person has a
lot of value, so there's not one person
that is weighted heavier than the next.
Everyone's opinions and information
that they bring to the plate is very impor-
tant."

At the end of the day, "Our integrity
makes sure that each customer is taken
care of, and that what we sell is what
they get," Richards said. "We don't make
promises that we cannot deliver."

For more information, see their Web site
at: http:/ /www.strongholddata.com




